U.S. Department of Justice 



Federal Bureau of Investigation 


Washington, D.C. 20535 


June 24, 2019 

MuckRock 

DEPT MR 75286 

411A Highland Avenue 

Somerville, MA 02144-2516 


Dear Ms. Best: 

This acknowledges receipt of your Freedom of Information Aot (FOIA) request to the FBI. The FOlPA 
requests numbers below have been assigned. 


FOIA Number 

Subject 

DEPT MR Number 

1439544-000 

Bill, Bushwick 

75286 

1439545-000 

Heatter, Maida 

75280 

1439546-000 

Barnes, Nicky 

75283 

1439547-000 

Cullman, Lewis 

75281 

1439548-000 

National Newspaper Publishers Association 

74187 

1439549-000 

"Anonymous" or "Lizard Squad" Distributed Denial of 
Service Attacks 

74842 

1439551-000 

RobbinHood 

74782 

1439552-000 

Junger, Peter 

74261 

1439553-000 

Collins-Smith, Linda 

74866 

1439554-000 

Overstreet, Joe 

75285 

1439555-000 

TheDarkOverlord 

74875 

1439556-000 

File Number 288A-AT-87389 

74652 

1439557-000 

Back Orifice 

74654 

1439558-000 

Marcher Malware 

74870 

1439559-000 

File WW-CYBR-CYD-SR-0057 

74836 

1439560-000 

Locky 

74843 

1439561-000 

Berico Technologies 

74191 

1439562-000 

File Number 86-47237 

74652 

1439563-000 

KeySweeper Keylogger Device 

74851 

1439564-000 

Wittliff, William 

75279 

1439565-000 

Interagency Registry 

74222 

1439566-000 

POPEVIS99 

74818 

1439567-000 

FBI Produced Podcasts and Video Podcasts 

74629 

1439744-000 

World Tomorrow 

74179 

1439746-000 

MSIL/Samas.A 

74832 

1439759-000 

Maloy, Simon 

75278 

1439761-000 

File Transfer Protocol (Anonymous Mode) 

74979 

































1439766-000 

Emails Sent to or From Either the Director's Office, 
Chief of Staff, and Executive Director 

74568 

1439767-000 

Demon Roach Underground 

74778 

1439770-000 

File Number 288A-AT-87560 

74652 

1439771-000 

E-mail Account Compromise Techniques Used to 
Steal Millions in Real Estate Settlement Funds 

74871 

1439772-000 

Posters, Flyers, Brochures, Bulletins or Other Graphic 
Designs Produced by the Security Office 

74200 

1439773-000 

Ted Kennedy and Yuri Andropov Proposals 

74204 

1439774-000 

Burroughs, Theresa 

74241 

1439775-000 

Low Orbit Ion Canon 

74840 

1439776-000 

Moorer, Thomas 

74048 

1439777-000 

File Number 163H-MC-467 

74652 

1439855-000 

Vulnerability of In-Flight Networks on Commercial 
Aircraft to Remote Intrusion 

74844 

1439857-000 

Team Diversity 

75431 
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Your request has been received at FBI Headquarters for processing. 


For the purpose of assessing any fees, we have determined: 

As a commerciai use requester, you wiil be charged applicabie search, review, and 
dupiication fees in accordance with 5 DSC § 552 (a)(4){A)(ii)(i). 

^ As an educationai institution, noncommerciai scientific institution or representative of the 
news media requester, you wiil be charged applicable duplication fees in accordance with 
5 use § 552 (a)(4)(A)(ii)(ll). 

As a general (all others) requester, you will be charged applicable search and duplication 
fees in accordance with 5 USC § 552 (a)(4)(A)(ii)(lll). 


Fee waivers are determined on a case by case basis. See 5 U.S.C. § 552 (a)(4)(A)(iii) and 28 
C.F.R. § 16.10(k)(i)-(ii). Your request for a fee waiver was reviewed, and it was denied for one or 
more of the following reasons. 

You failed to demonstrate the requirement that the requested information is 
in the public interest because it is likely to contribute significantly to public 
understanding of the operations and activities of the government. See 28 
C.F.R. §16.10(k)(i). 

n Factor 1: The records do not concern the operations or activities of the Federal 
Government. See 28 C.F.R. § 16.10(k)(2)(i). 

E\ Factor 2: Disclosure of the requested records would not be meaningfully 

informative about government operations or activities in order to be 
likely to contribute to an increased public understanding of those 
operations or activities. See 28 C.F.R. § 16.10(k)(2)(ii). 

E\ Factor 3: The disclosure of information would not contribute to the 

understanding of a reasonably broad audience of persons interested 
in the subject, as opposed to the individual understanding of the 
requester. See 28 C.F.R. § 16.10(k)(2)(iii). 

Factor 4: The public’s understanding of the subject in question would not be 
enhanced by the disclosure to a significant extent. See 28 C.F.R. § 
16.10(k)(2)(iv). 


















n Disclosure of the information is primarily in the commercial interest of the 
requester. See 28 C.F.R. § 16.10(k)(ii). 

n Factor 5: We have determined that you have a commercial interest that would 
be furthered by the requested disclosure. 

□ Factor 6: After balancing your commercial interest against the public interest in 

disclosure, we have determined that disclosure is primarily in your 
commercial interest. 

Please be advised that we have determined “unusual circumstance” apply to the processing of your request. 
See 5 U.S.C. § 552 (a)(6)(B)(iii). “Unusual circumstance” include the following scenarios. 

There is a need to search for and collect records from field offices and/or other offices that are 
separate from the FBI Record/Information Dissemination Section (RIDS). 

There is a need to search for, collect, and examine a voluminous amount of separate and distinct 
records. 

There is a need for consultation with another agency or two or more DOJ components. 

“Exceptional circumstances” also apply to this. The sheer volume, unbound scope, and size of these 
requests may trigger an unpredictable workload for the FBI which cannot reasonably plan for a single 
requester to consume such a vast quantity of its finite FOIA resources. See 5 U.S.C. § 552 
(a){6)(C)(i). 

Per 5 U.S.C. § 552 (a)(4)(C)(iii), as pertinent to “exceptional circumstances,” the FBI is providing you 
an opportunity to reasonably modify the scope of these requests. You have 30 days from the date of 
this letter to provide any reasonable modification 

These “unusual” and “exceptional” circumstances will delay our ability to make a determination on 
your requests with multiple subparts. Additionally, the payment of pertinent fees may apply to your 
request. See 5 U.S.C. § 552 (a)(4)(A)(viii). 


Please check the status of your FOlPA at www.fbi.qov/foia by clicking on FOlPA Status and entering your 
FOlPA Request Number. Status updates are adjusted weekly. The status of newly assigned requests may not be 
available until the next weekly update. If the FOlPA has been closed the notice will indicate that appropriate 
correspondence has been mailed to the address on file. 

For questions regarding our determinations, visit the www.fbi.aov/foia website under “Contact Us.” 

The FOlPA Request number listed above has been assigned to your request. Please use this number in all 
correspondence concerning your request. 

You may file an appeal by writing to the Director, Office of Information Policy (OIP), United States 
Department of Justice, Suite 11050, 1425 New York Avenue, NW, Washington, D.C. 20530-0001, or you 
may submit an appeal through OIP's FOIA online portal by creating an account on the following web 
site: https://www.foiaonline.aov/foiaonline/action/Dublic/home . Your appeal must be postmarked or electronically 
transmitted within ninety (90) days from the date of this letter in order to be considered timely. If you submit your 
appeal by mail, both the letter and the envelope should be clearly marked “Freedom of Information Act Appeal.” 
Please cite the FOlPA Request Number assigned to your request so it may be easily identified. 





You may seek dispute resolution services by contacting the Office of Government Information Services 
(OGIS) at 877-684-6448, or by emailing oqis@nara.qov . Alternatively, you may contact the FBI’s FOIA Public 
Liaison by emailing foipaquestions@fbi.qov . If you submit your dispute resolution correspondence by email, the 
subject heading should clearly state “Dispute Resolution Services.” Please also cite the FOlPA Request Number 
assigned to your request so it may be easily identified. 


Sincerely, 



David M. Hardy 
Section Chief 
Record/Information 


Dissemination Section 
Information Management Division 


Enclosure 




FBI FOlPA Addendum 


As referenced in our letter responding to your Freedom of Information/Privacy Acts (FOlPA) request, the FBI FOlPA 
Addendum includes information applicabie to your request. Part 1 of the Addendum inciudes standard responses that apply 
to all requests. Part 2 includes additional standard responses that apply to all requests for records on individuals. Part 3 
includes general information about FBI records. For questions regarding Parts 1,2, or 3, visit the www.fbi.qov/foia website 
under “Contact Us.” Previousiy mentioned appeai and dispute resoiution services are aiso avaiiabie at the web address. 


Part 1: The standard responses beiow apply to all requests: 

(i) 5 U.S.C. § 552(c). Congress excluded three categories of law enforcement and national security records from the 
requirements of the FOIA [5 U.S.C. § 552(c) (2006 & Supp. IV (2010)]. FBI responses are limited to those records 
subject to the requirements of the FOIA. Additional information about the FBI and the FOlPA can be found on the 
www.fbi.aov/foia website. 

(ii) National Security/Intelligence Records. The FBI can neither confirm nor deny the existence of national security and 
foreign intelligence records pursuant to FOIA exemptions (b)(1), (b)(3), and PA exemption (j)(2) as applicable to requests 
for records about individuals [5 U.S.C. §§ 552/552a (b)(1), (b)(3), and (])(2); 50 U.S.C § 3024(i)(1)]. The mere 
acknowledgment of the existence or nonexistence of such records is itself a classified fact protected by FOIA exemption 
(b)(1) and/or would reveal intelligence sources, methods, or activities protected by exemption (b)(3) [50 USC § 

3024(i)(1)]. This is a standard response and should not be read to indicate that national security or foreign intelligence 
records do or do not exist. 

Part 2: The standard responses beiow appiy to ali requests for records on individuais: 

(i) Requests for Records about any Individuai—Watch Lists. The FBI can neither confirm nor deny the existence of 
any individual’s name on a watch list pursuant to FOIA exemption (b)(7)(E) and PA exemption (j)(2) [5 U.S.C. §§ 

552/552a (b)(7)(E), (j)(2)]. This is a standard response and should not be read to indicate that watch list records do or 
do not exist. 

(ii) Requests for Records for Incarcerated Individuals. The FBI can neither confirm nor deny the existence of records 
which could reasonably be expected to endanger the life or physical safety of any incarcerated individual pursuant to 
FOIA exemptions (b)(7)(E), (b)(7)(F), and PA exemption (j)(2) [5 U.S.C. §§ 552/552a (b)(7)(E), (b)(7)(F), and (j)(2)]. 

This is a standard response and should not be read to indicate that such records do or do not exist. 

Part 3: General Information: 

(i) Record Searches. The Record/Information Dissemination Section (RIDS) searches for reasonably described records by 
searching those systems or locations where responsive records would reasonably be found. Most requests are satisfied 
by searching the Central Records System (CRS), an extensive system of records consisting of applicant, investigative, 
intelligence, personnel, administrative, and general files compiled and maintained by the FBI in the course of fulfilling its 
dual law enforcement and intelligence mission as well as the performance of agency administrative and personnel 
functions. The CRS spans the entire FBI organization and encompasses the records of FBI Fleadquarters (FBIHQ), FBI 
Field Offices, and FBI Legal Attache Offices (Legats) worldwide. A CRS search includes Electronic Surveillance (ELSUR) 
records. 

(ii) FBI Records. Founded in 1908, the FBI carries out a dual law enforcement and national security mission. As part of 
this dual mission, the FBI creates and maintains records on various subjects; however, the FBI does not maintain records 
on every person, subject, or entity. 

(iii) Requests for Criminai History Records or Rap Sheets. The Criminal Justice Information Services (CJIS) Division 
provides Identity History Summary Checks - often referred to as a criminal history record or rap sheets. These 
criminal history records are not the same as material in an investigative “FBI file.” An Identity History Summary Check 
is a listing of information taken from fingerprint cards and documents submitted to the FBI in connection with arrests, 
federal employment, naturalization, or military service. For a fee, individuals can request a copy of their Identity 
History Summary Check. Forms and directions can be accessed at www.fbi.aov/about-us/ciis/identitv-historv- 
summarv-checks . Additionally, requests can be submitted electronically at www.edo.ciis.aov . For additional 
information, please contact CJIS directly at (304) 625-5590. 

(iv) The National Name Check Program (NNCP). The mission of NNCP is to analyze and report information in response to 
name check requests received from federal agencies, for the purpose of protecting the United States from foreign and 
domestic threats to national security. Please be advised that this is a service provided to other federal agencies. Private 
citizens cannot request a name check. 







EXPLANATION OF EXEMPTIONS 


SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552 

(b)(1) (A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign 

policy and (B) are in fact properly classified to such Executive order; 

(b)(2) related solely to the internal personnel rules and practices of an agency; 

(b)(3) specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute (A) requires that the 

matters be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for withholding 
or refers to particular types of matters to be withheld; 

(b)(4) trade secrets and commercial or financial information obtained from a person and privileged or confidential; 

(b)(5) inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation with 

the agency; 

(b)(6) personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy; 

(b)(7) records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement records 

or information ( A ) could reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person of a right to a 
fair trial or an impartial adjudication, ( C ) could reasonably be expected to constitute an unwarranted invasion of personal privacy, ( D ) 
could reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or authority or any 
private institution which furnished information on a confidential basis, and, in the case of record or information compiled by a criminal law 
enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security intelligence 
investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law enforcement 
investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such disclosure could 
reasonably be expected to risk circumvention of the law, or ( F ) could reasonably be expected to endanger the life or physical safety of any 
individual; 

(b)(8) contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for 
the regulation or supervision of financial institutions; or 

(b)(9) geological and geophysical information and data, including maps, concerning wells. 

SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a 

(d)(5) information compiled in reasonable anticipation of a civil action proceeding; 

(j) (2) material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce crime 

or apprehend criminals; 

(k) (l) information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign 

policy, for example, information involving intelligence sources or methods; 

(k)(2) investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or 

privilege under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/her identity 
would be held in confidence; 

(k)(3) material maintained in connection with providing protective services to the President of the United States or any other individual pursuant 
to the authority of Title 18, United States Code, Section 3056; 

(k)(4) required by statute to be maintained and used solely as statistical records; 

(k)(5) investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian 
employment or for access to classified information, the disclosure of which would reveal the identity of the person who furnished 
information pursuant to a promise that his/her identity would be held in confidence; 

(k)(6) testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service 
the release of which would compromise the testing or examination process; 

(k)(7) material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the person 
who furnished the material pursuant to a promise that his/her identity would be held in confidence. 


FBI/DOJ 



